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Today’s presentation

Part 1. Meet GPEA requirements

Use XML signature to comply with NARA and DOJ guidelines for
creating and preserving “trustworthy” digitally signed documents:
» Records Management Guidance for Agencies Implementing Electronic

Signature Technologies, National Archives and Records Administration,
October 18, 2000

> Legal Considerations in Designing and Implementing Electronic
Processes A Guide for Federal Agencies, Dept. of Justice, November 2000

Part 2. Comply with Federal legislation on data confidentiality

Use XML encryption for data confidentiality and to enforce role-based
access in electronic workflow.

» Computer Matching and Privacy Protection Amendments of 1990, Privacy
Act of 1974

> Health Insurance Portability and Accountability Act of 1996 ("HIPAA™)

» Gramm-Leach-Bliley Act of 1999, Privacy of Consumer Financial
Information Regulation SEC 17 Cfr Part 248

» Guidance on Inter-Agency Sharing of Personal Data - Protecting Personal
Privacy, OMB December 20, 2000
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I-- Presentation Resources

For those joining by tele-conference, or for further research,
resources for this presentation are available as follows:

B HTML version of Presentation
¢ http://www.conclusive.com/download/XMLWG19Mar03.htm

B Presentation (PDF format)
¢+ http://www.conclusive.com/download/XMLWG19Mar03.pdf
OR at
¢ http://xml.gov/agenda/20030319.htm

E XML documents

¢+ XML document for slide extracts (generic XML structure)
¢ http://lwww.conclusive.com/download/ XMLWG19Mar03XML.xml

+ XML from demo application, retrieved from Audit Vault
¢ http://lwww.conclusive.com/download/ XMLWG19Mar03 epay.xml

E PDF output from demo application
¢+ http://www.conclusive.com/download/ XMLWG19Mar03 epay.pdf
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l-- Part 1 Objectives: GPEA Requirements

Part 1. Meet GPEA requirements

B Paperwork elimination requires legally effective electronic
signature.

B Guidance has been provided by

+ National Archives (NARA) in respect to what is “trustworthy” and
what they believe is necessary to preserve electronically signed
documents

+ Department of Justice (DOJ) in respect to the legal considerations
involved in electronic processes

E This part of the presentation will lay out how NARA and DOJ
guidance can be applied to XML documents using W3C XML
signature standards and Public Key Infrastructure (PKI)
technology.
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.-- Approach to Today’s Presentation

The presentation today will create an XML document that is
electronically signed and preserve it applying NARA guidelines for
both processes.

E Document will be XML that conforms to W3C XML Schema

E Document is created and edited in the context of a web
application (example is filling in an XML electronic form)

E Document is electronically signed (W3C XML digital signature
with PKI certificate) and includes confidential data which is

encrypted (W3C XML encryption)
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l-- Characteristics of a “Trustworthy” Record

NARA definition of the characteristics of electronically signed
trustworthy records (also ISO 15489):

E Reliability:
+ Content can be trusted as a full and accurate representation of
the transaction(s)

E Authenticity:

¢+ Can be proven to be what it purports to be and to have been
created or sent by the person who purports to have created and
sent it.

B Integrity:
+ The integrity of a record refers to it being complete and
unaltered.
B Usability:
¢+ Can be located, retrieved, presented, and interpreted.
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E e ring Trstcriny Records

To preserve “trustworthy” documents NARA guidelines are: “lt is
necessary to preserve its [the document’s] content, context, and
sometimes its structure.”

Trustworthy Record

|
|
Content Context Structure
. [13 H 7
(Slglned) | PreseTtatlon
I I I I I Payment Issue I
<payment> ® What appllcatlon? |:’;“"' ] Date [2003-02-26 140471 Staus [Approved |

<status>New</status>
<serial>7</serial> . Request
<request_fname>Barb</request_fname> * Who were the partles? FiestName [Borbie W )
<request_ lname>Lance</request_lname> mem Amount
<date>2003-02-20 13:29:50</date> . H
<total amt></total amt> What role did user have?
<comment>”Comment“</comment> . .
<myfile> * What credentials were

<name>Payments_CT.xls</name> Comment t

<size>27648</size> presented? i

<date>1/21/03 11:19:06 AM EST</date> bl
</myfile> . H H Approval
<ownerdn>Barb Lance</ownerdn> What aUthorlty was CIted? Firsthame (8 Last Narne Merin
<managerdn>E-PAY-PLI/Treasury</managerdn> . . e Wagician Date [2003-02-76 1421 38
ZE:Z‘:ii * When did this occur? Tosue Approval
<tlauditrecord/> .. e e " :.::

</payment> * What jurisdiction had e
authority? g
Conclusive 7

© Conclusive Technology 2003



.-- Elements of a Trustworthy XML Document

To conform to guidelines, the high level structure of our XML

document will consist of these 3 elements: Context, Content (which
is signed), and Structure.

[From here on, to avoid confusion with the structure of the XML, we will refer to
NARA's definition of Structure as the “Presentation” of the XML—- that which
defines the user experience of the XML.]

<?xml version="1.0" encoding="UTF-8"?>
<!-Structure of NARA compliant signed XML document-->
<Transaction>
CoMmd-{: <Context/> <!- identifiers to establish wvalidity -->
<Content> <!- self-explanatory -->
<Signature/> <!- Signature(s)-->

Content <EncryptedData/> <!- Encrypted data -->
</Content>
Presentation—E <Presentation/> <!- the user experience of the XML -->
</Transaction>
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D corient

Let’s start with Context. This is where we record session,
authorization, and credential information that describes the context
in which the XML was created or modified. This <Context> will be
“extensible” to add any “identifiers” required.

<?xml version="1.0" encoding="UTF-8"?>

<!-- Example of type of data to be captured in Context -->

<Transaction>

XContext>
<userUniqueID/> <!'- User Identity -->
<timestamp/> <!-- Time Transaction started -->
<sessionID/> <!-- HTTP session ID -->
<userRole/> <!-- Role assigned to user -->

Context __ <certIssuer/> <!-- Certificate Authority -->

<clientTokenType/> <!-- Type of token used -->
<application/> <!-- Name of application -->
<serverID/> <!-- Identity of server -->
<authName/> <!-- Name of the authority -->
<organization/> <!'-- Name of the organization -->

</Context>

</Transaction>
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| S0 Contex

Because Context is critical, we will sign it, both by the application
and by the user. To keep things straight we will structure our XML
with a Header and Body and put Context into the Header.

<!-- Example of type of data to be captured in Context -->
<Transaction>
<Header>
~ <Context>

<Header>

<Signature/> <!- Signature of application -->
Context = </Header>
<Body/> <!- Various identifiers -->

</Context>
| <Signature/> <!- Switches between user and app -->
</Header>

Content —E <Content/>

Presentation —E <Presentation/>
</Body>
</Transaction>
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I corent

The next high level element in our XML is Content. A design
objective is to make any XML document “trustworthy”, regardless
of its own internal structure and content. In today’s example we use
a <SecureForm> with signature and encrypted data elements. Any

XML document could be included here.
<Transaction>
<Header>
<Context/> <!'- Context information -->
/Header>
<Body>
<BodyContent>
— <SecureForm>
<Data/> <'- The Content -->
— <Signature/> <!- Signature info -->
<EncryptedData/> <!- Encrypted data -->
L </SecureForm>
Presentation —{ <Presentation/> <!- User experience -->
</BodyContent>
</Body>
</Transaction>

Context

Content
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D | sion Conton

NARA requires that signature be part of the preserved Content.
Considerations in respect to the application of signature include:

/
</ | Ensure the appropriate content is actually signed
~/| Ensure the means of signature conforms to a recognized standard
J
</ | Ensure the signature is valid (in PKl:verifies, not revoked)
V.
</ | Ensure the signatory knows what they are signing. Be able to
demonstrate the signatory was made specifically aware of what
they were signing
/
< | Capture the reason (why) for the signature. Does the signatory

mean to indicate they (a) saw the document? (b) attest to some
part of the document ?(c) are bound by the document?, etc.

LN

Only sign what the signatory intends. If the signatory does not
mean to attest to the validity of other users’ statements, the latter
should not be signed by them.

M Ensure a signatory knows what others have signed. Be able to
demonstrate the signatory specifically knew what others signed.
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| Procoraion

The final high level element of our XML is the Presentation of the
document (“Structure” in NARA terms). Preserving the
Presentation is critical to the interpretation of the signed XML. The
same XML Content may be presented to, and experienced by the
user, in many different ways in the same application.

<Presentation> B An interactive form in a browser (XForm
<Form> > or similar). The visual presentation
<Reference URI="“/> (Prompts, Drop downs etc) is important to
- know what the user intended.
</Form>
<VoiceXML> > @ E A voice response system (VoiceXML).
<Reference URI=""/> Voice prompts and choices are critical to
</VoiceXML> knowing what the user intended.
<SVG> > ‘ E A graphic or other printed document
<Reference URI=""/> abc (SVG/XSL / XFO)
</SVG>
</Presentation>
B Others means yet to be invented
(3D Hologram?)
Conclusive 13
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I-- Separation of Presentation and Content

To facilitate integration of the signed XML with the rest of the
infrastructure and with other XML applications the <Presentation>
is structurally separate from the <Content> in the XML.

B Supports simultaneous multiple forms of presentation from the
same XML Content

E Supports integration with other XML applications

B Minimizes storage / bandwidth requirements — store / download
1 copy of the “presentation”, not “n” copies

¢ Forms: the simple form in today’s demo has 29 Kb of content (after the
1st signature) and 146 Kb of presentation. Difference in storage /
download requirements for this simple form is a 6:1 ratio

¢+ Forms: don’t force users to download formats they already have in
order to complete another instance of the same form

¢ Forms: supports automatic, instant, deployment of revisions to forms:
change version number of form in XML document template on the
server and all users will use the new version the next time they
connect to the application

¢+ Forms: separation of content and presentation may be critical for the
practical preservation of forms created annually in tens of thousands
of copies (storage and processing requirement)
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sentation Integrity

The Presentation is treated as a resource and identified by a “URI”.

To ensure its integrity the hash of the presentation resource is

signed within the trustworthy XML document such that the integrity

and authenticity of the presentation layer can be verified.

Presentation

<Transaction>
<Header/> <!'- includes Context -->
<Body>

<BodyContent>
<SecureForm/>

<Presentation>
<Form>
<Reference URI=“">
<DigestMethod Algorithm=""/>

Layer
Integrity

Conclusive

<DigestValue/>
</Reference>
</Form>
</Presentation>

</BodyContent>

</Body>
<Signature/>
</Transaction>

© Conclusive Technology 2003
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B vt NARA Cuidelines

We now have all the elements NARA identifies for preservation to

create a trustworthy document: Context, Content (Signed), and the
Presentation layer.

The next step is to ensure the preservation mechanism meets
guidelines as well.

NARA recognizes two approaches to preservation:

E (1) Maintain documentation of the proof of the validity of the
document at the time the record was signed - retain contextual
information and documentation of process

OR

B (2) Maintain the ability to re-validate the digital signature —retain
ability to perform digital signature verification
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I-- Preservation Requirements

Our approach is “best of both”, conform to the latter (re-validate
signature) and include the contextual elements of the former.

E Ensure the document’s integrity over time (internal integrity)

E Ensure the integrity of the sequence of events that created the
document (sequential integrity)

E Preserve the integrity of the user experience at the time
(presentation integrity)

E Ensure the usability of the stored document: the mechanism of
preservation must be able to reproduce the document as the
user experienced it

E Avoid proprietary or non-standard technologies (hardware,
software, data formats) to mitigate issues of obsolescence

17

Conclusive © Conclusive Technology 2003



I-- Integrity of Preserved XML

To preserve the document, we store the XML in a SQL compliant
database (TrustLogic Audit Vault) that is cryptographically
“enhanced” to preserve records.

Metadata facilitates document XML document, Internal and sequential
search and exploitation of the including signature integrity: each record is
document set . Other metadata and encrypted data hashed and each record
(not shown) is held in a holds its hash and a
separate table within the cumulative hash with the
database. previous record
Metaldata XML Dog:ument Record !ntegrity

File Edit %iew Query Options i-l:tﬁeys
E FEENSEREEENIEN SE=NEES

I rEc| PROCESS EVEMT TIME| EWENT DETAILS EVEMNT DATA DIGEST CUMULATIVE _DIGEST I

1 11| Approve 26 Feb 2003 Payment Approved  [<TLTransaction=<Header=| O™ &4 FECE< OyMZ —0"0000%A0&0[-0iEk
2 10/ Logon 26 Feb 2003 Llzer authorized =TLContext=<Header=<3i REG@E—<bO0C& 50| I0-WO@'0{ =—0'~0" 03

3 9| Logon 26 Feb 2003 Cettificate Validated [«<TLTransaction=<Header=| taiy,Nt™ax40@¢E éMrg=,"}{-h...'|IEEé|I:IXI:I|::I"f'

4 B|Logon 26 Feb 2003 CA PASSED trust =TLTransaction=<Header=|<ap0CiIF*0 ™Wigoocs 4 ¥ETalgEOALOEO™

g 7| i 26 Feb 2003 Fayment being <TLTransaction=<Header=| Y iTObj65A00 da0LkATCOONT 23]l

5 b|Reguest 26 Feb 2003 MNew payment <TLTransaction=<Header= a¥fWUDOCKEL=0  |404007kdC JSMYEO+0

7 5| Logon 26 Feb 2003 User authorized <TLContext=<Header=<Sil43_o73sAlxUD]CAjG & Hex? LESiDIg-L v ADLIR

& 4|Logon 26 Feb 2003 Cerificate “alidated |<TLTransaction=<Header=| 7 in@@%0fo>Glad lABO s"wY ¥ E=03 9
This is a partial view of the EventDetails table from
TLAudit, the “protected” audit database of TrustLog [Interface to table shown here is MySQL Control Center]
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.-- Usability of “Preserved” XML

The TrustLogic Audit Viewer interface to the digital vault makes the
document available as any of: (a) the Audit record with its
metadata, (b) as XML (c) as presented to the user at the time. It also
provides verification of signature(s) in the document. (Signature
verification shown).

[B]afE]glv«i< > » (]

Server | Moo | Event time | Application | Process|D | Eventdetails | EventlD | Username | Rale
fromtx3060:1s... 11 26 Feh 2003 14:22:59.... E-PAY-PLI Approve Paym.. Ranent Annr  BP Bvant Blair Merlin Manager_A
frormt: 30 & TrustLogic Signature Yerification - x| £| view as audit record... pir Mer!!n \Manager_a
frormt:30 View as XML... Rir Merlin \Manager_A
fromtx30 mir Merlin Manager_ A
fromtx30 @ View S Form... th Lance (Clerk_A
fromite30 - [=] view Signatures... “arb Lance (Clerk_A
frornteac \JSET aUmonZed B EVENT  Harh Lance  Clerk_A
frormts3C TrustLogic found 2 signature(s). Certificate Vali... BP Event Barh Lance (Clerk_A
fromt3( CAPASSED tr... BF Event Barb Lance  (Clerk_A
fromtx3t Sighature 1 S|gnaturez 5 \Auditing sta_rted I z
fromtsal 5 Mew checkint.. |-

[y Signed Data:
Data name | Walue
Approver_Title |Magician
ignature Information
Signed Ve |cn=Blair Merlinou=Purchasir
¥ Signedat: ‘wed Feb 26 14:22:57 EST 20
Reason:  |an Authorized User
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I-- Demo: Signatur

Today’s demo shows how this all works in practice.

E Workflow: (1) payment request, (2) approval, (3) issuance

E Form is XML, each user signs their data, confidential data is
encrypted (more on that later)

E “Presentation” alternatives include:

+ (1) Interactive form: XSL + JavaScript using a commercial
browser as interface

+ (2) PDF record (at user’s option) : using XSL + XFO

E “Preservation” mechanism is TrustLogic Audit Vault
+ Decision on what is preserved is determined by application

E PKI based cross domain authentication

¢+ Users have a variety of tokens and certificates from different trust
domains

+ Different Certificate Authorities each with their own certificate
profiles, policies, and revocation technologies

| 20
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Demo

The demo will step through two processes in the workflow: create
the XML then modify the XML by another user, each user signing
data they create and encrypting specific elements for specific roles.

Process 1: Create XML Document
EClient side operations
¢+ Logon & download form
¢+ Complete form (payment request)
¢ Sign & Save for off-line editing
+ Logoff & close browser

+ Using local copy retrieve form,
edit, save, print PDF

+ Logon
+ Upload saved form
EServer side views

+ View sequence of events in Audit

Conclusive © Conclusive Technology 2003

Process 2: Update XML Document

EClient side operations
¢ Logon (2nd role in payment sequence)
+ Retrieve payment request
+Verify existing signatures
+ Complete approval and submit
¢+ Logoff & close browser
EServer side views

+ View updated sequence of events in
Audit

¢+ Retrieve preserved form from Audit
+verify signature
+view as XML

+view as Form
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I ki For n HTML

The <Presentation> in today’s demo uses XSL and JavaScript to
interact with the XML through a commercial browser. This
approach does not impose any constraints on the web application
developer in terms of user interface and application functionality.

| Back + = - @ e | @Search (] Favorites @Media ®| %v == E

Address I@ http:fflocalhost: S080/E-PAY-PLI jsp/message_form,jsp j @G | Links >

Copernic Agent I

E-Pay(PLI) Demonstration Site

Secure Electronic Payment System

User Name and — Payment Request

. el :
Authorized Role - [sereive. iz owemmmmea | sewshes |
(Demo application

Barb Lance

Role: Requost |__ XSL / JavaScript
design element) Clerk_A FrstName [ LestName[  Account| Presentation of XML
= Home [iZ%il 3} Logon Status - Microsoft Internet Explorer =1o)x]
2 Register [ ]
The TrustLogic = Payments — Logon Status: Passed ]
i nfraStrU Ctu re l_ Security Measure Status | :
th Signature Verification for user... Barh Lance o
preserveS. e N Comment [ | UserRole Authorization for role... Clerk_A o [ . .
presentation layer = ,;E,; LEgEs Atachment! [ | CATrustLevel of 3 for authority... EntrustCA_US o Authentication &
but plays no role in e Adr11irf1fLDEI'3" Atachmert2 [ | Certificate validation < Authorization Info
. =2 Logo . .
the d_e3|gn of the Capproval || | 902 o (Demo application
user interface — FirstName [ | | @ fesuers Sionature < design element)
that |S an Title = Q Cached CRL (%]
) . | | @ CRLframLDaP o
application Issue Approv. | | @ ceriticste Chain )
responsibility. V FistName [ B
Center ’_ o =Passed P =Failled @ = Mot Performed |
Conclusive 22
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.-- Application of Policy Rules

When the user logs on, or as required by the application, policy
rules are applied based on the user’s role. These are defined and
managed through the Policy Manager interface.

Policy rules may M drI: g"‘g
include topics such oF
as what assurance
levels are needed 5 _ Hierarchical Role
to permit a user to g € Structure for
logon to the é o 55 £ application of
i 5 h 5 £ 8 = -
application or to .| i 253 3 223 EI E _rules matches
execute a process, § . < S g8 ng€ T . B S5 g 2 Role structure for
etc. 7 . 285 géﬁ ﬁ%%i ggﬁ:@iéﬁ = cryptographic
4 czafllo 8853°g ARG S
] T i SE@ o 3 access control to
¥ Business Rules e o B Heoo data
— i o oo
3 Applications L
B £ -pav-FL HEE Editrule
I s L e e Role name / Rule
1 Brad Flagg ot | .
3 Business Processes o ’ 3 intersects where
POlicy rule [y pateTimeConstraint [ W] rules are defined:
— i
names i, . swe || canced | | | _can be (J) Java,
[y Expenze Allowed B ' BB | [ ] (B) BOOIGan, (N)
[ hetroot .50 5 5 I ) I IO Number or (S)
B-m@Trustlevel (@ | [ | | [ [ L Stri
[y sdminLogan Wl T T T T ring
D T EEEEEEE
o~ L
== | [Yoefautcaralicy @ | | | G T
Conclusive 23
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[ sigrtre Confimatior

When the user submits the form, a signature confirmation dialog
asks the user to confirm precisely (a) what they are signing, (b)
what identity they are using, and (c) for what reason they are
signing. They may save a copy locally and encrypt that copy.

Signature confirmation
is a function of the
TrustLogic Agent
software — not the web
application and is a
consistent interface for
the user across all web
applications. It will

| —Back -+ = - @ ot | @Search [Fel Favorites @Media ® | %v == 7
x| @eo |Links >

piflocalhost: 8080/E-PAY-PLL jspfmessage_form. jsp Copernic Agent I

E-Pay(PLI) Demonstration Site

Secure Electronic Payment System

Payment Request
R

Welcome:

Serial Mo.

Barb Lance

alwayS present the lelaer:k R Requesr [%;Ptlease c;onﬁrmynu wish to sig:tlhefollowing data. I I
. _ ) T a— ata nam alug -
data to be SlgnEd and RIStUCI S Barbara |Comment Justification pravided in attached spreadsheet | |3
i i = Home term :
get user conflrmgtlon. = Regieter oo | i/ Record 2 Recnrdﬁvalue Data to be
The web appllcatllon [Expensesitems tern  |(Capital lems ‘ : . signed
cannot get anything nia Amount 678
signed without the Record 1 | Record 2
i i ustification provide |Data na... | Yalue
user belng ConSCIOUSIy l:;::::_:z:m ,ﬁ Aftachrm... |OMER4KGHGUEAAAAAAAAASAAAAAAAAAAAP DA, || |
aV.Vare of using their 2 Admin Logon [Xeesee ’7_ You are signing as: .
“Slg natu re” V 8 Log off Your Mame: ch=Barb Lance,ou=Purchasing,n=Lance Cc Ident'ty
Approval | Issuer name: o=Entrust c=us being used
First Mame —
UHE Reason:|nn Authorized User v| Reason fOI'
Issue A I Signature
ot @ sme Cewomt | sgn | [ conon | J
Conclusive 24
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When off line the user can verify signatures on local copies,
continue to edit the XML in a browser, or generate a PDF file from
the XML. (Create PDF shown)

& TrustLogic Agent

The PDF is created
using XSL / XFO.
The PDF format is

text searchable. % Digital Keys | appiications | 7§ options (J Archive | welcome, Barb Lance
i
When the XML iS | Bl B8 Adobe Acrobat - [Barb's_XMLPDF.pdf] » 101 =i
. @ File Edit Document Tools  Wiew Window Help =] =]
ediied and saved e e EEREs®- 48 |14 < » bl
. - - -
off-line all the forr
cryptographic | % Refresh | e
. . e |
security (signature hac | Payment Request
and encryption) sigi | [Sewiile. p——————7 om Tl i —
continues to be e
applled. CAConclusive TrustLogiclinfolbarh |: First Name Last Name Acoaunt
V CAConclusivelTrustLogicunfolbar I3 i e Ameunt
CAConclusiverTrustLogiclinfolbar 1 | ESpiaEms JEE ]
[E5penses 100 |
CAConclusivelTrustlogicinfobark 1 = e 1
CAConclusiverTrustLogiclinfoibart 1§ Toml B -
CAConclusiverTrustLogiclinfobart 12 Comment [ERaehEd spreaden=et for Justmeanen |
CAConclusiverTrustLogiclinfolbar 1 | Attachmentl [Expenzes al ]
cico i Attachment2 [Tysonz_Area.bmp ]
CACo \ﬁew slanature [k Approval
Edit in web browser First Mame — Lt Mame
Create PDF Tifl= " Dats
Issus Approval
First Name - LastMame — ___________ Date
Center —lD T ———— Ath Ecde
HR. Comment
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I signatro Verfiatin

To keep users informed of the authenticity of data, any accessible

signatures on XML presented to them are displayed. The

verification, for as many signatures as are found, includes (a) what

was signed (b) who signed (c) what reason did they give.

Signature verification,
like confirmation, is a
function of the
TrustLogic Agent
software — not the web
application and is a
consistent interface for
the user across all web
applications.

Within the verification
dialog the user can
extract file
attachments and save

them locally in their
original format. V

Conclusive

Logon

Welcome:
Blair Merlin
Role:
Manager_A

2 Home

2 Register

2 Payments
Request

L [:|||:| ad
2 Role Logon
2 Admin Logon
2 Log off

= TrustLogic Signature Yerification

TrustLogic found 1 signature(s).

< Number of
Signature 1 Signatures
Serial Mo, [? Signed Data: ‘ iF: 1 attachment(s) H Attachment
Request Data na... | — . l\falue
First Mams I— Comment Justification provided in attached spreadsheet
Record 1 | Record 2 | Record 3 H
Item | Signed
I— Data na... | Yalue
ltern Capital tems Data
Amount 678
Record 1 |Re[;|]r[;| 2|
Data na... | Yalue
comment Attachm... [--BaseG4Encoded--]
FileMame Fitenses
Attachment! | Signature Information —
Aftachment2 Signed . cn=Barb Lance,ou=Purchasing,o=Lance ¢ Signatory
A Signed at: | FriFeb 25 14:19:48 EST 2003
Approval o 1__ Reason for
. ason:  An Authorized Lser .
First Mame - Slgnature
Title

© Conclusive Technology 2003
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.-- Usability: Retrieve the XML with Presentation

The secure XML can be retrieved from the Audit Vault, and
presented in the same manner as the user experienced the XML.
Role based cryptographic data security always applies.

The saved form is
presented here to the

System Administrator B ]E]#v]e <> we]HE)

whose role does not Sener | Mo, | Event time | Application | Process D | Eventdetails | EventlD | Username | Role
fromi3060tise. .| 2328Feh 200310481276, E-PAY-PLI Logan User authorized |BP Event Barb Lance Clerk_A
a”OW data access tO frombAnantisr PR Frb AN03AN 4912 AT F-PAY-FI | | nrnn Certificate Wali - (AP Fvent Barb Lance Clerk_A
encrypted elements ji(elgl =} E-PAY PLI - Microsoft Internet Explorer 10| =] Barh Lance Clerk_A
on the form. A user ;rnr File Edit ‘iew Favartes Tools Help |- Btk £
g
with role access fron| d=Back -~ = - (£ 7t | @gearch [GalFavorites iMedia (4 | EARE N N E 7
“ ” fraor = ; & : % = Barb Lance Clerk_A
would “see” all the o Address @ emp,htmIJ o |L|nks Copernic Agentl y FOThe Weh J e Clerk A
data. fror = Barh Lance Clerk_A
V fror P | arted - &
fra ayment s5Ue arted -
fra — arted - g
eria o o e e | | R
;:E Mo |9 Diate |2003-02-26 14:04:21 Status |Approved View as audit record...
Data elgments - View as XML
saved in clear mf| |Request | P ViewasForm...
fro : 3 Last 0
fro First Mame |Elarb|e Marme |L .v'-\ccnunt| View Slgnatures-.:
frot lterm e Barb Lance Clerk_A
fro Barh Lance Clerk_A
fro | | Barh Lance Clark_A
fto arted - &
Data elements | | e
saved encrypted for | |
a specific role(s) Total |
Comment |
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.-- Summary Part 1: NARA compliance

That’s the end of Part 1 of our presentation: creating signed XML

documents and preserving them in accordance with NARA and
DOJ guidelines.

To sum up Part 1:

E Our XML document captures:
+ Context
+ Content
¢+ Presentation

E The mechanism of preservation maintains the internal integrity
of the XML document and the sequential integrity of its creation
and modification (including Context and Presentation)

B The interface to preserved XML documents provides for:
+ Re-validation of signature
¢+ Retrieval as XML
¢+ Retrieval as Presented to user

| 28
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I-- Part 2 Objectives: Data Confidentiality

Part 2. Comply with legislation on data confidentiality

E Requirements for data confidentiality have been established in
a range of Federal (and State) legislation and regulation

¢ Computer Matching and Privacy Protection Amendments of 1990,
Privacy Act of 1974

¢+ Health Insurance Portability and Accountability Act of 1996 ("HIPAA")

¢ Gramme-Leach-Bliley Act of 1999, Privacy of Consumer Financial
Information Regulation SEC 17 Cfr Part 248

¢+ Guidance on Inter-Agency Sharing of Personal Data - Protecting
Personal Privacy, OMB December 20, 2000

E This part of the presentation will lay out how data
confidentiality can be ensured in electronic processes where
the data structure is XML by using W3C XML encryption and
Public Key Infrastructure (PKI) technology.

| 29
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I v XML Encrpiion

W3C XML encryption defines a “unique” encryption event. A single
event in which something is encrypted and the result stored in an
XML structure.

<?xml version="1.0" encoding="UTF-8"?>
<EncryptedData Id="1045766063567" xmlns="http://www.w3.0rg/2001/04/xmlenc#">

Al ith <EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc">
gorlt m <Parameter Name="AlgorithmMode" Value="http://www.conclusive.com/2000/02/xml-cryptofimode-none" />
</EncryptionMethod>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>119509261</KeyName>
<KeyValue>
<RSAKeyValue>
<Modulus>AKjxh9Xn1DDT3FTXkON5qsFJk379e2vVAmg2Hgpo69q9irDG/M8uD/rj</Modulus>
<Exponent>AQAB</Exponent>
</RSAKeyValue>
Key Info - </KeyValue>
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.conclusive.com/2000/02/xml-crypto#rsa">
<Parameter Name="AlgorithmMode" Value="http://www.conclusive.com/2000/02/xml-crypto#mode-none" />
</EncryptionMethod>
<CipherData>fot8crlbPTVaWLv9m/gD3IRfglyQW</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>
<CipherReference URI="">
<Transforms>
. <Transform Algorithm="http://www.conclusive.com/2000/02/xml-ref">
Cipher Data . <DATAREF>//_ENCRYPTED [ @DATAREF=5quot ; Payee_Account&quot; and @Index=&quot;1&quot;]</DATAREF>
</Transform>
</Transforms>
</CipherReference>
<CipherValue>GJIJm8G8ETkVJeMLk1lwGsDo4E6ib9zIoyvhVEyaiQJPIE8AlYLrtKiVRobVS9emPal</CipherValue>
- </CipherData>
</EncryptedData>

Important Note:

“In accordance with the requirements document the interaction of encryption and
signing is an application issue and out of scope of the specification”. [W3C XML
Encryption Syntax and Processing, December 10, 2002 para 6.1]
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Encryption Sequences in an Interactive Application

Encryption in an interactive web application and throughout a
workflow process is, however, anything but a “unique” event. It is a
ballet of cryptographic operations that are choreographed in
interdependent sequences as data is exchanged between users
within a web application. Three such “sequences” need to be
defined, in a manner that ensures they are all coherent.

(2) Interactive
sequence defines
operations at
application and user

locales as data moves
back and forth.

(1) Internal
sequence describes
which elements to
be processed within
the document and in
what order crypto
operations occur.

Conclusive

[

Application

ﬁ/@ﬁ

sequence defines
operations as
encrypted data
moves between
users

User “A” User “B” User “C”
Sign: Sign: Sign:
<Data> <Data> <Data>
<Data> <Data> <Data>
Encrypt: Encrypt: Encrypt:
<Data> <Data> <Data>
Sign: Sign: Sign:
<Data> <Data> <Data>

© Conclusive Technology 2003
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.-- Internal Encryption Sequence

The internal sequence defines which XML elements in the
document are to be cryptographically protected, in what order
using what keys and algorithms.

<OP Type='"sign"“ Keys=“user™>

<XML> <Childl_1/>
<Elementl> <Element2/>
</op>

<Childl 1/> P
<Childl 2/>

</Elementl>
<Element2/>

<Element3>

<Op Type="encrypt" “Keys=“"rolel"“>
<Elementl>

<Childl 1/>

<Childl _2/>

] </Elementl>
<Child3 1/>
. <Element2/>
<Child3 2/>
- </op>

<Child3 3/>
</Element3>
< /XML>

<Op Type="encrypt" “Keys=“role2™“>
<Child3_2/>

<Child3 3/>

</op>
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.-- Interactive Encryption Sequence

The Interactive sequence describes what happens at the 4 points in
time where XML cryptography takes place as data moves from the
application to the user and back. The OnSubmit and OnLoad events
are typically cryptographically mirror images of each other.

(D)

(2)

Server Browser
OnSubmit OnLoad
XML Actions XML Actions
<OP=sign> <OP=decrypt>
<OP=encrypt> <OP=verify>
Data
— @
App (4)
: Browser
<XML Server OnLoad OnSubmit
XML Actions XML Actions
<OP=decrypt> <OP=sign>
<OP=verify> <OP=encrypt>
Conclusive 33
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I-- Workflow Encryption Sequence

In the Workflow sequence, role based encryption is used to allow
authorized persons, whose identity is not known when the data is
encrypted, access to the encrypted data.

On user data request,
@ @ retrieve XML, perform @

Data Stored Under Key “Translation” to  pata Stored Under @

Role Key(s) Encrypt Data Under Role Key(s)
User Key

Authorize Provide Role Return Data Authorize Data Sent Return Data
Userto a Key(s) to Encrypted User to a Under User’s Encrypted
Role Encrypt Data Under Role(s) Role Key & Provide Under Role(s)
Role Keys
5 g —_—
User “A” User “A” User “B” User “B”
Conclusive 34
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l-- Encryption Sequencing Requirements

At each point in this series of sequences questions need to be

answered, and the responses have to be coherent throughout the
sequences:

E What is the event that initiates a cryptographic operation?

E What cryptographic operations should be performed for that
event?

E In what order?
E Which XML data elements are to be processed?
E Where is the “protected” output to be stored?

E How should the original data type be recorded (if not XML)?

' 35
Conclusive © Conclusive Technology 2003



l-- XML Structure of <Actions>

Our approach is to define the cryptographic sequencing in XML as
<Actions>. Each <Action> is a cryptographic operation associated
to a specific HTTP event. These are collected into an <Actionset>
that describes a complete interactive sequence.

<Actions>

<Actionset Name=“workflowProcessPartl“/>

<Actionset Name="workflowProcessPart2"“>
<Action Name="serverprotectform" Event="onsubmit"></action>
<Action Name="browserupdateform" Event="onload"></action>
<Action Name="browserupdateform" Event="onsubmit">

Workflow <OP Type="sign" Keys=“recipientcert "></op>
Sequence /— <Op Type="encrypt'"></op>

Interactive </Action>
Sequence <Action Name="serverunprotectform" Event="onload"></action>
</Actionset>
Internal <Actionset Name=“workflowProcessPart3“/>
Sequence <Reytable> .- .. This is a simplified
<KEYID Name="recipientcert" Type="re01p1ent"/> extract from an XML
</Keytable> document with much
</Actions> of the detail removed
Conclusive 36
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I Froccicn of <ctons>

The <Actions> XML is itself cryptographically protected to ensure

its integrity. <Actions>, and all TrustLogic XML objects, are stored
in a database where each record is sighed and verified at run time.
Objects that fail signature verification will not be processed

Each record is

signed and
XML Crypto o ation L S|gn?ture t\_/erlfled
Actions Define reselnta IO.? ayer at run time
Cryptographic ntegrity
Operations on
Form  Form throughout |  Form Form Form | Record
Name its life cycle Presentation  yR] Hash Integrity
File Edit “fiew Query Options Hofeys I I I
= | | | |
|= ety w0 ! & [
Marme ' Ap! ActionzhL FroperiesxhL Format=hiL FarmatxhLURMY FormatxMLHas SignatureB64
1 |payment <¢xml version="1.0" [<Pxml version="1.0"%> [=%xml version="1.0" Thttp:/localhost:80|zd5A0zzoTkY Nz xC| 3B raldwHKI9zMofsPlkat
2 userlist 1) «Puml version="1.0" |<%xml version="1.0"7= |[MLULL] [MULL) [MULL] bETFIMudksDsjlj3 Sy
3 |calist 1) =?xml version="1.0" |=Pxml version="1.0"7= |[NULL] [MULL] [MULL] A OCHEMNTH ky gy
4 |TLAdminRegi: 1| =?xml version="1.0" |=?xml vergion="1.0"7= |[NULL] [MULL] [MULL] QkynQPZZLY e aTDS
& [|authuser 1| =?xml version="1.0" |<?xml version="1.0"%= |[MULL] [MULL] [MULL] InvjsevCad SfRS5qkDsy
6 |TLAdminLogo 1) «Puml version="1.0" |<%xml version="1.0"7= |[MLULL] [MULL) [MULL) GAM poi2g7BCubvs18
7 |logan 1]=?xml version="1.0" |=Pxml version="1.0"7= |[NULL] [MULL] [MULL] JbSELCZ HyxDEfdP19E

This is a partial view of the Forms table from
TLData, the metadata database of TrustLogic.

—a
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[Interface to table shown here is MySQL Control Center]
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.-- Object Manager Interface to <Actions>

“Object Manager” the TrustLogic interface to <Actions>, and all TL

objects, uses certificate based authentication and role-based

access to control the modification of <Actions>. (Approve Payment

shown)

Protected
objects for

D |@e/u*]e]

Object

Manager

| TrustLogic Root
B ] Applications
=] 5 E-Pay-PLI

E-PAY
application

The TrustLogic
database protects
all security related
XML objects:
Authority, User
and Role profiles,
Actions and
Rules, at both the
application and
global level.

/4

Other
applications

Global objects

3 Application Property
B [ Secure Forms
D register

D TLAdminLogon
[y TLAdminLogoft
D logon
D logoff
D payment
D authuser
D catrust
D calist
[ userlist
D retrievefarm
I Rales
I Rules

T Application Users

[l

[ ] GLOBAL
[ E-CPIGS
[l Users

1 Authorities

[F]

T

3 External Connection
O3 Access Control URI

7]

Conclusive

D TLAdmMIinRegister

'ﬂ payment
& [E ReguestPayment
H1=| ApprovePavmem

O3 Business Processes |

3 Application Authorities |

© Conclusive Technology 2003

Detail of a

gspecific XML
_ cryptographic
_ operation

onsubmitiServerProtectForm) WOl'kﬂOW
onloadiBrowserpdateF orm) Sequence
= onsubmit{BrowserlUpdateForm
> 5 j— \Interactive
: =2 encrypt
: onload{ServerlUnProtectFarm) Sequence
: IssueF‘ayment
1= & viewPayments_Some Internal
=) viewPayrnents_al Sequence
e e e e T e T e e e e e e e o e o R e e ey q_ et
Operation type: sigh I -
: |
| Operation gualifiers: Mame | vl
| Title Reason for Signing
Reasons {list
keys default
| Select data: user_root “| | Addan: Approver_Title
Serial 5 IT
Request_Fnarme
Request Lhame m
Date_Reguest “Remove All |
el TLCert RecipientCenSi
: OwynerDn j

38



[ Reicniefo <Actionzo®

We intentionally define the cryptography on collections of data
elements. Processing data elements one-by-one would:

B Be excessively onerous on the processor
E Make cryptographic sequencing very difficult

B Result in very large XML documents

+ Each of XML DSIG and XML ENC structures add up to 20 to 30
lines of XML for each element signed or encrypted

- 39
Conclusive © Conclusive Technology 2003



.-- <Actions> and <Keys> in XML structure

The <Actions>, and their associated <Keys> needed for role
encryption, complete the structure of our protected XML document.

They are an integral part of the document to ensure the protection
of the XML at all times.

<!-- Example of structure for an XML payload -->
<Transaction>
Context—l: <Header/> <!- includes Context -->
<Body>
<BodyContent>
— <SecureForm>

<Data/> <!- Content -->
<Actions/> <!- Cryptographic instructions -->
<Keys/> <!'- Keys for role encryption -->
L_ </SecurefForm>
Presentation—E <Presentation/> <!- Presentation layer -->
</BodyContent>
</Body>
</Transaction>

Content ~ |

- 40
Conclusive © Conclusive Technology 2003



I Puting it Togther

At run time, the protected XML is put together from the <Context/>
created during user authentication, the <Content/> provided by the
application and <Actions/> and <Presentation/> stored by

TrustLogic. The complete XML can be preserved in the Audit Vault.

< Create Context >< Data Request >< Create Protected XML >

App
Database

>
©

p

App App
N <XML>

E— T
<Context/> — P> <Context/>

< >

Content/ <Presentation/> 1I-)Latsai:;usree
<Actions/>
<Keys/> <Actions/>

<Content/>

1]

Authenticate User <Presentation/> <Keys/>
User and Requests
Authorize to g ata </XML>

In TrustLogic all XML objects

l @ needed by the application are

stored in a database where

a Role I

\ 4

Return they are signed by TrustLogic
Protected and the signature is verified
' r y XML at run-time to ensure their
ser ser ser integrity 7
Conclusive 41
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|| Aachmens

To support existing document formats, TrustLogic provides for
attached files, of any format, within the XML document, and
extends to these attachments the same signature and encryption
as on the XML. TrustLogic provides a standard, non-proprietary
means to “sign” any file regardless of format.

Binary <File>

File

— base64 encoded —

_— XML signature & S

encryptio U1 !%

Any </File>

Format
XML

The embedded file becomes part of the protected XML document,
the XML can be used as “metadata” to describe the attachment.

- 42
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| Rodcion

Role based encryption, and the ability to save the document as
XML or searchable PDF, delivers “built-in” redaction capabilities.

To generate a “redacted” document that exposes data as defined by the data
privileges of Role B is simply a case of retrieving the document as Role B. The
document can be saved (as XML or PDF as appropriate) for distribution.

A community of users with different data access privileges can exploit an XML
document repository, each retrieving only those specific data elements from each
XML document to which they are authorized.

Encrypted XML Content XML or PDF Output for Role B
<SecureForm>
<EncryptedData> S
<CipherData/> <!-- role A -->| — o
<CipherData/> <!-- role A —->| = Key A
<CipherData/> <!-- role B --> — lranslation » Clear Text
<CipherData/> <!-- role A --> — li;o(:'lélzeBr »
<CipherData/> <!-- role B -->| = » Clear Text
</EncryptedData> A /
</SecureForm >
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B D Cota Confdentaliy

Now we can review the demo again to see how data confidentiality

is maintained.

Retrieve XML document
EClient side operations
¢ Log as HR-A and issue payment

¢ Log on as Clerk-A and review
payment issuance

¢ Log on as Manager B and review
payment issuance

¢+ L og on as Treasury and review
payment issuance

EServer side views
¢+ Sequential records

+ Verify signature on payment
issuance

COﬂC|US|Ve © Conclusive Technology 2003

Each user, depending on the location of
their role in the role hierarchy has a
different “view” of the XML data in the
saved form, consistent with their role
privileges.

Each will have access to data elements
encrypted for their role or a subsidiary
role. and will see the signatures on the
data they have access to.

The <Actions> in this form first sign and
then encrypt the data, including the
signature (the sequence is defined by
the application in the <Actions/>.

As the signature on encrypted data is
also encrypted, signatures on data to
which the user is not authorized will not
be shown to that user.
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| stendards Basod

TrustLogic, and all the XML it creates and uses, conforms to the
following:

E XML
+ W3C Schema, W3C Digital Signature, W3C Encryption

The cryptography supports the following:

E Algorithms
¢+ AES, 3DES, DES, RC2, RC4 / RSA / SHA-1, MD5

E PKI

+ Tokens: PCKS#12, PKCS#11 (Smartcards & Biometrics), SC/PC
(Smartcards), Entrust, MS Windows Registry

+ Certificate Processing: US DOD (Certificate processing is based
on issuer and will conform to issuer’s certificate profile and
policies)
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D | Related ssues

There are other issues that may have to be managed to achieve
trustworthy digitally signed XML in a web application:

B Cross-domain trust domain management (PKI)
Cross-domain identity and user key management (PKIl)
Support of multiple client side Token interfaces (PKI)

B
B
B Session security on XML transport between browser and server
E XML <> browser interaction

B

XML <> application data interface

These have been addressed but are out of scope of today’s
presentation.
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| summay

We demonstrated today a COTS product, using a COTS browser as
the user interface, to interactively create, modify, store and retrieve
XML documents that have been sighed and encrypted.

The technology is:

+ Consistent with NARA guidelines for creating “trustworthy”
digitally signed documents in XML

+ Consistent with NARA guidelines for the preservation and
retrieval of such documents

+ Consistent with Federal requirements for privacy and
confidentiality of records within workflow processes through role
based XML encryption

¢+ Capable of inter-agency workflow through cross-domain
authentication, identity management, and multiple token support

¢+ Capable of on-line and off-line XML document editing while
preserving data security (signature and encryption) at all times.

+ Designed to allow multiple presentations of the same XML content
according to the user interface (PC, Telephone, Print, Fax, etc.)
while ensuring presentation integrity

+ Capable of attaching files of any type, to the XML document.
Attachments are signed and encrypted as any XML element
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l-- Complementary Functionality - Authentication

To support secure inter-agency workflow on XML documents
TrustLogic provides comprehensive cross-domain authentication,
authorization, and policy services.

B Authentication
+ Cross-domain identity management and credential validation
¢+ Key based, cross-domain identity management
¢+ Support for leading credential validation technologies
¢+ Application specific cross-domain trust management
¢+ Define which CA’s are recognized
¢+ Define what assurance level attached to each
¢ Apply CA specific certificate policy and profile processing at run time
¢+ Support for multiple client side token technologies
¢+ Participants in different domains can use different tokens
¢ Same participant can simultaneously use different tokens

' 48
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.-- Complementary Functionality - Authorization

B Authorization

+ Hierarchical role-based authorization, cryptographically enforced
¢+ All users given a role in the application when authenticated
¢+ Role has cryptographic profile (which algorithm, key length)

¢+ Access to data elements and application processes can be associated
to possession of a specific role

¢+ Data elements will be encrypted under role keys at point of origin and
while at rest

¢+ Application centric (not network centric)
¢+ Each application can have one or more role hierarchies

¢ Users can have multiple roles in the same application and different
roles in different applications
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.-- Complementary Functionality - Policy

E Policy

¢+ Hierarchical, role based rules

¢+ Rules associated to a role, applied to all subsidiary roles unless
subsidiary role has its own rule

¢+ Multiple rule types

Boolean: to control execution of operations

String: for comparison type rules

Number: for comparison type rules

Java: to execute specific code, including integration with non-web

based applications

+ GUI interface provides single point of control for managing rules
across all applications

&
&
4
*
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|| Tk

Thank you.

Matthew McKennirey
mmckennirey@conclusive.com
703 734 3000 ext 120

Appendix
E Demo technical details
Current Activities : Encrypted XML database
Key Translation Detail

B
B
E Run Time Data Request Flow of Events
B Low Lifetime Cost

B

Trust Domain Policy
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D) Techrical Do

For the technologists, today’s demo used the following technologies:
+ Server side
¢+ TrustLogic Server 2.0 (J2EE application)
+ 0OS: Windows 2000 + ver. 1.3.1 Java Runtime Environment
¢ TrustLogic can run on MS NT/W2000 / Solaris / Linux servers

¢+ Web Server: Tomcat 4.0.6 (open source - stand alone mode) running JSP

+ TrustLogic can support any web application language that provides for remote
procedure calls

+ Database: MySQL ver. 4.0 (open source)
¢ TrustLogic can run on any SQL database with JDBC driver

¢+ Directory: Sun iPlanet ver. 5.0 (not required by TrustLogic, used to store CRLs
and some CA certs for demo)

¢+ TrustLogic can interact with any LDAP ver. 2.0 directory
¢+ User side

¢+ TrustLogic Agent 2.0 (Java app, includes open source XSLT , XFO)
+ OS: Windows 2000 + ver. 1.3.1 JRE (client & server on same machine today)
+ Browser: IE 6.0 (Agent requires ver. 5+ browser, or ver. 6+ for XSL support)
¢ Tokens

¢ User A: Entrust *.pdf (Entrust CA)

¢ User B: PKCS#12 (*.pfx) (Sun iPlanet CA)

¢+ TrustlLogic supports all leading software and hardware tokens

COﬂC|US|Ve © Conclusive Technology 2003
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D Curent Acves

The focus of our current activities, funded by NIST, is an encrypted
XML database which supports searching encrypted XML.

[Yes, searching encrypted data appears to be an oxymoron. We specialize in “can’t be done”.]

B Activity 1: (NIST) Future Secure XML Database

+ Sensitive XML data is stored encrypted in the XML database under
hierarchical role based crypto access

+ Encrypted XML can be searched, and matches returned encrypted
specifically for the authorized user

¢ Constraint: Supports complete value match only (no partial element
search)

B Activity 2: (DOD) Secure XML Across Domain Boundaries

¢+ Transfer Secure XML between physically distinct domains of
different security levels through non-XML aware existing
accredited guard devices

¢+ Constraint: Coherent role structure and access to role keys in
applications in physically distinct domains
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I e Transiton Do

The marriage of symmetric and asymmetric cryptography.

O,

©

®

O,

O,

O,

Generate a Encrypt Data Encrypt Assign Compare user’s  If match decrypt
symmetric under symmetric key role to role name to symmetric key and
key symmetric key under user at encrypted data re-encrypt under
asymmetric key logon role key name  user’s key for data
transmitted to user
xdfdjdaiaasrjw
asdhfhafujASDD
shdfwASFDGGGAF
NFHODFafasSDFFn xdfdjdaiaasoirjw xdfdjdaiaasoirjw
asdhfoghafujASDD asdhfoghafujASDD
shdfogqwASFDGGGAF shdfogqwASFDGGGAF
NFHOgwDFafaSDFFn NFHOgwDFafaSDFFn
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I Run ime Daia Request

TrustLogic manages all aspects of moving protected XML back and

forth using standard HTML as transport.

(8)

()

(3)

TL checks the integrity of
the process, retrieves the

Script on page Servlet on
does XML -> (1) page calls templ_ite XML;rc:m (;(al\:li
HTML transform Browser TrustLogic repository, updates
and presents data requests process to with data, encrypts and
to user \protect data to signs as specified.

end to user

—
Agent verifies ,—I T
signature on (6) Protected XML +
dataand 1o Application  data (blob) XML form
decrypts page Server (4) @. template
invokes TL . Encrypted and
Agent and HTML with signed data Ev 5
passes it embedded XML passed back to [E 8 ]
protected (5) application for =
embedded Protected data transmission to @iﬁ
data passed to browser browser. Data
as embedded value Storage
on page
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DR Lo Lifime Cos:

TrustLogic’s architecture is designed to minimize deployment cost
and for a low lifetime cost.

E Highly modular, high degree of reusable modules with
extensive templates for rapid integration; each successive
application builds on previous applications and is less
expensive to deploy

E Application is separated from PKI technologies and policy such
that these can change / updated without touching the
application

B Uses standard Java to define security tasks (“processes”) that
define behavior (no proprietary scripting languages to master)

E Tools generate secure XML forms from existing HTML / JSP
pages
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I-- Trust Domain Policy: No CA Required

TrustLogic’s ability to define a trust domain in 2 dimensions
(“horizontally” in terms of which CAs are recognized, “vertically”in
terms of assurance level associated to each CA) and support for
leading tokens means organizations do not need to operate their
own CA and can accept certificates from any CA it decides to
“recognize”.

B Organization does not have to operate its own CA and issue
certificates.

B Organizations can extend “trust” to any CA it wishes to
recognize

E Applications create their own sub-set of recognized CAs from
those recognized at organization level

E Applications apply their own assurance levels to each CA
which can be used within rules to determine privileges of users
from each CA

B Can use token type as additional criteria for establishing
privileges
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